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Abstract: Problems such as a difficulty in feature selection and poor generalization ability were prone to occur when tra-
ditional method was exploited to detect abnormal network traffic. Therefore, an abnormal traffic detection method based
on the long short term memory network (LSTM) and improved residual neural network optimization was proposed.
Firstly, the features and attributes of network traffic were analyzed, and the variability of the feature values was reduced
by preprocessing of network traffic. Then, a three-layer stacked LSTM network was designed to extract network traffic
features of different depths. Moreover, the problem of weak adaptability of feature extraction was solved. Finally, an im-
proved residual neural network with skipping connecting line was designed to optimize the LSTM. The defects of deep
neural network such as overfitting and gradient vanishing were optimized. The accuracy of abnormal traffic detection was
improved. Experimental results show that the proposed method has higher training accuracy and better visibility of data
processing. The classification accuracy rates under two classifications and multiple classifications are 92.3% and 89.3%.
It has the lowest false positive rate when the parameters such as precision rate and recall rate are optimal. Moreover, it
has strong robustness when the sample is destroyed. Furthermore, better generalization ability can be achieved.
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LSTM-ResNet M %%,

8 Uk E ML L

4 KSR

4.1 SKIEURE

7 B S B 304 % H NSL-KDD ¥4 5%k B
Fsecrurify [1)3& T Hitp [FFJ WAF iR Zd 4L, 4%
JEREIX 2 AN AR 2 Dol e BT A AR S TR A A
NSL-KDD i & $ i 4 . NSL-KDD %4l 52 B DL &g
BTz BT S A A AR R B E o R A
NSL-KDD H il Zr 4 H MR AL T it sk 2 H &
P, [FEINEE I T A difficulty level J&P: . FH 1%
JEPE RT3 P 2 v (1 AR, 5 NS IERED
SKAE NSL-KDD 4 £ 1 L 51 e e L3l o6 &%
KNS T AN FEWLES S LN KR, VF
Tl BRI o MR SRk . A SCEIUMINZEE R
B bEnr 7 MM aiE#ad sk, & 3 TCPdump
FEAFEAE SR . Bk DddE =T 4 GB, W4

AR E 2 FRMSERasR, MSEHRIL I s
i) dste BRI IR ERC R, Whs
14 Normals 75 WIBE AR A — AN IR R AR
(Attack). WEHIAIE, A 4 Kt Hix
W 1 iR,

%1 NSL-KDD #{iE &
PRI RS MRS

Normal 67343 9711
Probe 11 656 2421
DoS 45927 7458
R2L 995 2754
U2R 52 200
&l 125973 22 544

42 HETALE

WNZRAE 55 MR AR AR N 21 e B A I 7 V6 2 i
TR IAT AL B, HARRRE B 9 Pros. A3
A M AT BUE AR A, AR B B,
4 HH One-Hot i i idEA7 F 8 734, A1 H R £ {2
One-Hot 4wt F R H N AARESTAE280F N ANIRE
AT . MR RIFE—ARER, A TR
i 1, HALAZE 0 Biv] . AR SCRIH One-Hot Zwhd
XTI 28 R P (R BREAN J8 1t AT AR RIS, K P AR 1
TR T Sk, fERrIE S 5 W b BE, e S
PR BRI L LSTM B THRAESRE, 753
AR IRAIE T BRI R AR 73 4 28
A top BEREMEEARIENE ERE TP N ARIE A
HIA I (R AR E DA ERF .
CMFEENL” ALGETE 2 s N5 24T connection AT AH
[F] dst IR, IR S, IRGAH I Ge vt 4L
P o AN SCHEH Y NSL-KDD VR & B SRR E Ay 41,
Hp JAE 3 AN IEEUE R, HARB BB,
[F I bR 2t o JE BB B . 4 DNERRIE 2 0 A
protocol_type-service- flag } class. H:H* protocol type
FREH 3 M@ teps udp & icmp. BT AT IE
BAE T B BEAT AR 2 G i, PN 28 0k b 2 G ) i 1)
HAEHEAT One-Hot Zwfd, BInI152] 3 4> 3 bit [HI[A)
#[1,0,0]+ [0,1,01%[0,0,17, 73 ALK teps udp
icmp . 55 Jo A R 75 70 AN @ PE ) service.
11 NEE flag & 5 AN @ class #E4T One-Hot
AEBE,  d5 %5 A 38 MR AEDF 4 I A B S 1R 4
k.
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One-Hot4h B

One-HotAbHRA{E %1
/e

BAERI K

<

FFAEHET

RFAETE Ve

Ko Bl midh MR

D, AR A 22 A 1, T B
FAEREAT VA AL, BIPRRRF AL (S WU 200, 1] X TA] . T8
R U PR A G A RE I 4 R 4 e AL O T
WIEAEE S . BT n 280, 20 AR 40t
PR AT IR a, » W40

- %

I ,j e[lm] (10)

max Clij

I<i<n

Horp, LA LSRR, m ARt Es. 1A
GNPRS00 e (TDASTATI: v 75 UM U 5 v
FER 5o MR 4834 TP Huhik 5 MAC k5%
55, W22 R e B s . b —E8r B i Ak
T[0,17, HfEAHLT, RULOREA s WoRT 1 AOAUE,
T 2 P EE AR, PSS Rig
AR AT, BN, A CHIH sigmoid B
Hofs L 21)(0,1), AR5 F-5 RO B PE(EAE[0,1]11)
AR AATERS 8T, ARELIHATRAE R SR UE
i, AT RIAL PR .
4.3 KEIFEIERR

SEISR FHUERR (4, accuracy). FEAfR (P, pre-
cision). #[F[Z% (R, recall). 17%4% (FPR, false positive
rate) SAFPFIIE (F-measure) XN 77yt A TU0AIE,
HZHOHTNE S &8 2 XS ROGR24]. 3L, 4
JE XA PR, HAEBE, 75288 BARPE R

U PoE XnR(12)FR, HADBRE, 40 28E iR
WRBIE; R e XWX (13)Frn, HADER, 92K
AR, R AOLF; FPR (2((14)) ek
TRRE, FPRAEKN, 7r2KPEREEZE; F-measure
(A5 B P 5 R A, HAEBOA, &
Wl P 5 RAEBEEL 1, 70 8a80F 1E 2R & A i
REMLT

_ TP+TN (11)
TP+TN+FP+FN
__TP (12)
TP+FP
R= TP (13)
TP+FN
PR = FP (14)
TN+ FP
F-measure = 2PR (15)
P+R

4.4 ZLHRERDHITIR
4.4.1 TSI

R T 58 A T Ak BRI R rh AN 2D BRI a0
P, SE% R A NSL-KDD VR4 i 45 b i1 — 4
Bl o B R AL B A G A L AR G A+
VA A3 S AR A+ — A FRHRRAE L 4 Fh
77 2 AL B T H i AR AT A AT, R
R S A AS [ i Ab HE 2 3R Normal ¥ &5 55 Attack
TR A O, 4 Mrab P T7 A wT RA 45 B a0
10 Jr7m o Hrb O H 23 v 0 DX 385 (1) #F 4l Normal
FEA, KNS IX I FEA Ry Attack FEAS

K 10(a)s& NSL-KDD & & £ 4 5 oK Ak SN 1K)
AT R, TERA B I HAR T, R A
(1) Normal 45 Attack i & 204 & Wil & 50,
PR AR AT A B 2k . B 10(b) 2 28 0 Al A4
g i b B S IR R A5 R, AHAECT 10(a), AR g b
Jo B SR B R L, H22% Normal 5 Attack
TR OB AT B R 1, H R RS S H A
UL TR LB HL, X i B 4 T o e e
AR S G SR . B 10(c) 2 11 K
10(b) &l o0 7 H— AL T R S5 2, % Ab Py
A AF 2N Normal Uit i £ s Je 24 1) Attack £
P mU D, R R DGR R TR L B, EE AR
WA ER L) 535, X2 R o A T2 5 30
M AT R LS 1 o B 10(d) A S 4R H



+32. w A ¥ W By
102 102
10|.
10°F
10°F s
3] 4
Ay
107
102t
10721
3 . i 104
10 ;0-1 100 102 10¢ 109 10! 10° 102 104 10°
PC1 PC1
(a) AALEE (b) ThHGRTS
102 10?
]0I L
10°F
5 7 o
=%} 8 102
107!
L
102} 10
107 — 10-6
100 10° 10 10 10° 107! 10° 10° 104 10°

PCI
(c) MhFGTg+—feAb B

PCI
(d) FhBSRAD+ )T — LA B+ HFAE RS

[CRTVEEiE STV SR Rl

(0P SL iy W e Witk WY & 7 S NS e Nt [
Normal 5 Attack Jis%dl s/ 25, H Normal 5
Attack Y E R 1% F AR LRGSR e, FRAE
BT, REGIE T A SCTAR B 7 1A D BR (1)
.
442 WNAEEESAHRKIIE

R T 56 UE IR [) 5 11 25 5O AR SR AR Y 1
SO, SERGARA PA AL A AR AR, ZE R A) S5 )1 5
BEAWOIL IS DU, R A SO AT R A
KNGk 5N 2558 U5 18 DI 2R 46 R HAE X5
iF, & 11 454 7 NSL-KDD JR-4 Ba g it 34>
B AT IR EdE . B 11 aTRLES], b
I T AN T 3 (PN ZRfe BB e AR Wi, Hix
AR BUUR ZAE — AN LERCT R W90 BN HEAT
HAREH,  HNZRSE g o AN 0 Dl H AN 2o
ZEARK, HAREN 0.35%~0.5%. {H I 2ks:
R, Hbn B, FLIR I g
PP N S Y e T A || 2% A 2 R S U A
WAL, 58U >, B R RS K T
1.5%~2%. M4ksLif I A HOAAT ISR, AR
NGB 3K, BRI B 4 ek, b

(R EHs 7 KRR

L, ASCRNZRACEORE R 50 &, BRI
NS5k th 4 R, BRI RN AR I 2R
R, ASCEINGREE S5 MR 7 AN R4 AT
ko St IE A, MUIZE 75% 5
5 25% AL AN, I RPAHIER R B, P
Pl T IR B )

H TR NP BRI R, dE T
TGRS E R R I L sEEs, Wik 12 fros.
12 73 5 LE T ANR 57 Normal 5 Attack 4
WIIZRIG O, BTk /75737 RNNL LSTM., =)
HEF LSTM. RNN+SHEZEM 2, LSTM+Sit ik
FEW 4 AT o« P SE9E Windows R4 R AT
F Tensorflow 14 Ji7 5iti (1) Keras ¥R 5% 2% 2 HEAL R 5¢
Jio S B N AR AR S 56 R B AH V. 2240, Dropout
(¥ dropout rate & 0.5. | 12 AJ%1, HSR LSTM
P2 5T RNN, fH& b FRyi )7 41 58, LSTM M
KIMTEREIE T RNN; 24 LSTM M it b =2
& LSTM ), Pheesdt—8em, gtk aeit
TR . 2 dm 2 AT oadh ik 2 W 4 Ak A
g )n, INZRPERes it — Do,  H R A ook
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Z W44k RNN. LSTM KA SO =2 HES 443 —oRMAET 4T

LSTM I, AICTHEM N2tk sedabr i i, Bef% H T AEASOT R R ERE, S HE AR
i L LSTM I8 MY PR 55 (1) ) FH RIS UE 1 497'§IﬁﬁiA94:73 Attack, 1E¥ i ic N Normal, it
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3
HO5F
4
— Attack — Attack
---- Normal ---- Normal
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fRIE2R RIEZR
(a) LSTMiJl|ZROC i1k (b) LSTMiillifROC i1 £
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Bos
i
—— Attack —— Attack
. ---- Normal ---- Normal
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(c) LSTM-ResNetiJl| ZiROC i1 2%,

(d) LSTM-ResNetil ifROCH1 £

13 LSTM 4 LSTM-ResNet ()%t ROC £k

Bk 22 W9 28 A0 A 55 A FH 50 Bk 22 9 2 A0 AL T 1R DI 5
ROC £ 5#lliX ROC k.

AUC ek T RRE ) AUC i, H R A&
TR ARG e, AR, TR s . B 13
A LLE R, FAEH LSTM M ZBdE T, it
sl ROC kit 2l ROC gk, AUC fH#
HLERAG, Horh il 25 ROC 2k ¥ AUC {1 5 A ROC
&kt AUC (EAHZERCR, T80 7 F1 50k 2 s 4
I IR R ZE R, AN REAR I M EL S 3 A I 45 37
HHARFIE. 13 W%, 7R odk ik 2= M
At LSTM M%), IR, Joie g
ROC it &M ROC gk, HUfF AUC {H#B
Leig i, Hor 25 ROC 2k ¥ AUC {1 5 1A ROC
£ K] AUC fEAIZEAK, [AINFCie 6l Normal i
& Attack £dl5, ASCTTEER) AUC I, 58
T Ik B 2 I 245 (1) b A

L2 G T & ITERNAE T ILEE . 7 Pl
fe2 > P95k 2y 5 I 45 3% (BP, back propa-
ga-tion). ZHE[MJH (LR, logistic regression). il
4l (KNN, k-nearest neighbor). ¥R HEH (DT, decision
tree). FEHLARHK (RE, random forest). FHMLY: Ak
M (RDF, random decision forest). SVM. 5 FlyREE
P W 2% 43 R TTVE Gy Wk 2 5 A RN 48 Y 4%
(CNN2). 2 JZIRE £ M 4% (DNN2). DBN. LSTM
LASCT7%E (LSTM-ResNet)

M1 2 AR, ASCREH ) LSTM-ResNet A3l

TR A e 2 B e, 4 92.3%, 1 LSTM P 4%
TEARZ ResNet LA T, HUASIRIAS I MEA 2%
A 87.6%, 54545 DNN2 KR A5 IR HER 22 AH T
FEA B IN T LIS I R AT LA, X2 3L
P e K H VR G AR LR I PG i) 350, A
SCIH I Sk ik 2 e I 5 AT LA LSTM, - (Rt y
FH RIS

=2 EHEWERENLER

Ty Accuracy WARES Accuracy
BP 78.2% SVM 76.1%
LR 73.6% CNN2 86.7%

KNN 82.4% DNN2 87.2%
DT 83.6% DBN 89.4%
RF 79.3% LSTM 87.6%

RDF 83.5% ARICTT 92.3%

BRUEMIZRAN, R34 TR AR, %
R# . F-measure {H A AUC {E M 202K 34T 5256
tbo B 3 A7, ok 10 ORS AR T L,
LSTM-ResNet il #5441y ¥ G e L T- BP. LR,
KNN. DT. RF. RDF /& SVM. X & T JLFf A
W7 KA GRS 2 738, 0 IR 28 it 1 e A 2
(PR RAEAR— M, RINE ARl R, 2
SR PBEAE 25 3 BUS MRS 8 % B8IC: 1T CNN2,
DNN2. DBN 2 LSTM IX 4 Fjofer il 7 y2: 5 A5 4G il
R R B LR JURR v, {HX Normal I 4%
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%3 AT M B R
ik B3l Precision Recall FPR F-measure AUC
Normal 44.362% 76.342% 22.363% 56.116% 0.695
BP
Attack 78.325% 79.427% 19.635% 78.872% 0.687
Normal 65.437% 73.635% 11.258% 69.294% 0.542
LR
Attack 79.654% 76.894% 25.634% 78.250% 0.593
Normal 75.724% 69.358% 9.365% 72.401% 0.753
KNN
Attack 82.359% 72.417% 15.985% 77.069% 0.782
Normal 73.612% 80.364% 4.952% 76.840% 0.714
DT
Attack 85.627% 82.348% 12.305% 83.956% 0.714
Normal 58.952% 79.459% 6.654% 67.686% 0.728
RF
Attack 88.671% 81.872% 9.258% 85.136% 0.764
Normal 68.425% 82.328% 5.369% 74.736% 0.792
RDF
Attack 85.654% 84.759% 8.258% 85.204% 0.792
Normal 52.872% 79.125% 18.675% 63.388% 0.826
SVM
Attack 79.361% 82.388% 22.464% 80.846% 0.834
Normal 70.821% 85.696% 3.254% 77.552% 0.865
CNN2
Attack 88.657% 87.397% 6.272% 88.022% 0.854
Normal 74.258% 86.965% 2.359% 80.111% 0.756
DNN2
Attack 87.696% 88.564% 4.872% 88.128% 0.793
Normal 80.920% 89.781% 3.695% 85.121% 0.899
DBN
Attack 89.471% 96.265% 4.259% 92.744% 0.863
Normal 81.586% 89.820% 2.215% 85.505% 0.798
LSTM
Attack 89.214% 91.652% 3.269% 90.417% 0.779
Normal 87.932% 93.587% 1.454% 90.671% 0.893
KTk
Attack 93.625% 95.634% 2.651% 94.619% 0.883

P PR IIRS i R A, DRz AR — . ARSI
LSTM-ResNet & Il £ 24 5y 73 1¥) K 1 2 7 25 4
90.772%, AHECHAt )L T VEIAG T — e FEEE ()42
w MERERAF. KT AR, BTG
2 I 93 0T R A IR A, DRI o 2R ke —
FBCo T TR PR 2 S TR LS, DU 75 v A [ 2R AR
1 85%LL I, A AR SO VL AR RN Attack Y5
I I A 1 A [P EAG T DBN 7k, (HAER I
Normal %4 i HUfS ¥ A 12645 T DBN Jii%,
YR RIS A T s, o 94.610%. KTz
FRA AL, AR TIEAERI Attack It I P
IR AL =T Normal s EdE . X2 i T4

SeRAHLER A5, L Attack AR BT LE
AN, BRI R w1 AH L AR A W 5 1%
ASC TR I A R R K, P
2.053%, AKT 7 PR Gl 2% 21 5k, RN
L CNN2 ik 2.71%, L& DNN2 {& 1.563%, Lt
DBN 1% 1.924%, Lt LSTM ik 0.689%. X kA< 3¢
1ol Y e 0 B 2 o 22 X 28 ) B R A T A Ak, BT AR
IR B B A% . YT F-measure XL, JLFME
e HLAR 27 X 7 AR R A A /N, e LR Uy
Wit 22, FRAH 67.494%, A SCRERY B A5 1)
F-measure {E 5 U, £ 4 PR BE 2% 2] 7 ik A3
FH R K, Pk 92.645%, b CNN2 5
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DNN2 J5 %435l 55 9.858% 15 8.525%, Lt DBN 4
LSTM J7 9253 5l 51 3.712% 55 4.684%. 146 3 7] 411,
T K M Normal £ & Attack Wi = 245,
LSTM-ResNet (1] AUC {H¥J#:4L, {HLL DBN [f1E
WA ZE 0.006. ERKZHIED T, LSTM 1
AUC HAE 4 PP IE 25 ) 5 & ik, i 513y
AUC {iitk SVM J7744I% 0.083, X740, LSTM
E 28 1ok I 24 S 3 e AL W B A7 I 8% e L7 5
FEW R, SEH T ek ik 2= 4 X g LA T 24
Tk, i FRSETE, AR T ARSI M %
R R N R AFERE.

4.4.4 %5 KMERET AT

HHE— L, A T RAEAR S 2 4y FAT 5 0
Iy KPERE, SCG¥ NSL-KDD JE-& B m
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43 HT Normal 43515 4 Fh B i & 204 1 ROC i
XL, i 14 Pros.
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PR LR, A 2 Fhif B 2R
WK, o R MR R
LSTM-ResNet /7 ¥E7EX DoS idE #E47 50250, ROC
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it O S BRI AR, P LA I 2 3 B R A
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(ML 2 AR W 2 JE [ 2 N, BRI UE T AR ST
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T 45T JUMR IR R 2611 2 0 R AT
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1A 72.6%. X JE /TR 23 K445k, LR 5
ARG RN AEBA R AEAT B B R AE 23 AR
INLFIEE N

Fz4 JLAE N R R MR ERAE S 2
E5 TR EREX L
ik Accuracy Jiik Accuracy
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